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Abstract

With respect to privacy on Internet, it is a matter of keen interest to
provision security for multimedia mobile communication. This is
characterized by the power conscious high speed cryptography of
large quantity data. Such demand should be covered by a single
VLSI processor system. We describe in this article a hardware
security-embedded multimedia mobile processor named HSgorilla
(hardware security-embedded gorilla) by sophisticatedly unifying five
up-to-date processor techniques. They are single processor SMT
(simultaneous multithreading), VLIW (very long instruction word),
Java, and random addressing. RAC (random addressing cryptogra-
phy) achieved by HSgorilla is very promising compared with regular
cryptographic operations in view of running time and secure strength.
Carefully considering features of image cryptography by RAC, it is

very promising technique in the era of ubiquitous computing.
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2 Organization of HSgorilla
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%3 Instruction of HSgorilla
Opcode Operand | Latency
category |byte code| Mnemonic B (bytes) | (clocks)
0x00 nop sy Ligwn 0
0x10 bipush |byte TEREI N2 HfE% int BICFFSILER LD D% 1
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Ty vadh,
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index TIRE L/Tca— A VEH~ARAT 3.
0x60 iadd int OHNE 0
0x65 isub int OFE 0
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Java a1 jor  |int ® or (FEEAD 0 7
0x7f iand int ® and GmEH) 0
0x83 ixor int ® xor (FEALAFHELR]) 0
0x78 ishl int Y 7 b 0
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0xa7 goto PC-+branch ~7H 3%, 2
0x99 ifeq value= 0 72 & PC-+branch ~43i 2
0x9a ifne value# 0 7 & PC+branch ~43E 2
0xal if icmplt |value 1 <value 2 % & PC+branch ~4}5 2
0x0c rlw Load the content of RNG—addressed D cache into 0 4
RAC FIFO
0x0d rsw Store FIFO to RNG—addressed D cache 0 5
=4 Instruction of HSgorilla 4 Design environment and steps
Hard ware
CPU Ultra Spark II 750MHz

Main memory 1024MB

Swap memory 1787MB
Soft ware

oS Solaris8
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Synopsys-Dsign  Analyzer ver.
2001. 08-SP2

Simulation tool

Synopsys-VCS ver. 7.0
Synopsys-VirSim ver. 4.3. R2

Layout tool

Synopsys-Apollo version 2000.2.3.4.0.9
Synopsys-Milkyway version 2000.2.3.4.0.9
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7 Image cryptography system
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8 Encryption simulation

9 Decryption simulation
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10 Encryption and decryption for pixel data by RAC

Plane pixel Encrypted pixel Decrypted pixel
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#5 Cryptographic features of RAC VS. Others

Cipher Division of a plair}text Cryptographic Encryp‘gion Remarks
encrypted at a time means operation
Block Large fixed length, normally 64/128 Established
bit, exceptionally 1024 bits L L de fact stan-
Key=Division Bitwise dard
o - - length XOR e
5 Stream Smaller variable length, a few bits of Not yet de
3 character fact stan-
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DES X O R ,|Established
Same as block cipher scramble, | de fact stan-
shift, etc. | dard
Caesar Key of shift| Alphabet
- cipher counts shift
-2 | Substitution Alphabet
g Rather short full text exchange
© Transposi- Short-length Rarely en-
tion key/diagrams countered
Random ——
RAC Extremely long full text Key of full- exchange/ One-time
length random | crample |Pad with
numbers ideal cipher
strength
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